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Honeypot texnologiyalarimin tasnifati va kibertohdidlarin
askarlanmasinda tatbiqi

Xiilasa

Honeypot sistemlori kibertohlidlorin proaktiv identifikasiyasi {i¢iin tohliikosizlik ekosisteming
miihiim dinamik iistiinliiklor gatirir. iInnovativ Honeypot yanasmalar1 hiicumeu foaliyyatlorini dork
edarak tohliikesizlik sistemlorini tokmillogdirmoye komok edir. Bu arasdirmada miixtalif Honeypot
novlorinin tosnifati vo totbiq strategiyalar1 otrafli sokildo analizi edilir. Asagi tosirli (Low-
Interaction) Honeypotlar 6zal vo sado xidmotlori emulyasiya edorok, yiiksok tosirli (High-
Interaction) Honeypotlarin toglid etdiyi sistemlordon forqlonir. Fiziki vo virtual Honeypotlarin
totbiqi miixtalif miihitlords tohliikasizlik infrastrukturlarini qorumaq mogsadini dasiyir. Homginin,
todqigat hibrid Honeypot sobokalorinin effektivliyini vurgulamaqdadir vo tocriibi naticolor gostorir
ki, bu sobokolor APT (Advanced Persistent Threat) hiicumlarinin askarlanma darocosini 40%
artirmaqdadir. Bu yanagmalar tohliikosizlik miitoxassislorina hiicumgularin metodlarini daha yaxsi
basa diismok vo potensial tohdidlors qarsi gabaqcil todbirlor goérmok imkani verir. Tohliiko
kosfiyyatinda proaktiv yanasmalarin ohomiyysti vurgulanir vo golocok todqiqat perspektivlorini
isiglandiran tovsiyalor toqdim edilir. Magalo miiasir kibertohlidlorin garsisinin alinmasi mogsadilo
Honeypot sistemlorinin togdim etdiyi dinamik istiinliiklorin otrafli tohlilini toqdim edir. Honeypot
sistemlori kiber tohliikasizlik ekosistemindo osas miidafio mexanizmlorindon biri olaraq
hiicumgular: calb edarok onlarin faaliyyatini proaktiv sokilds identifikasiya etmoys imkan yaradir.
Bu sistemlor sayossindo potensial hiicumlar erkon morholodo askar edilir vo beloliklo, miidafio
tadbirlori daha somarali hayata kegirilo bilir.
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Abstract

Honeypot systems bring significant dynamic advantages to the security ecosystem by enabling the
proactive identification of cyber threats. Innovative honeypot approaches enhance security systems by
understanding attacker behaviors and thereby improving defense mechanisms. This study provides a
detailed analysis of the classification and implementation strategies of various honeypot types. Low-
interaction honeypots emulate specific and simple services, distinguishing them from high-interaction
honeypots that simulate more complex systems. The deployment of physical and virtual honeypots aims
to protect security infrastructures across diverse environments. Moreover, the research emphasizes the
effectiveness of hybrid honeypot networks, with experimental results indicating that these networks can
increase the detection rate of APT (Advanced Persistent Threat) attacks by 40%.
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Such approaches allow security experts to better comprehend attackers' methods and to take
advanced preventive measures against potential threats. The importance of a proactive approach in
threat intelligence is highlighted, and recommendations are provided to illuminate future research
perspectives. The article offers an in-depth analysis of the dynamic benefits provided by honeypot
systems in countering modern cyber threats, demonstrating that these systems, by attracting
attackers, enable early detection and more efficient defense measures.

Keywords: Honeypot technologies, cyber threat, proactive identification, APT, hybrid honeypot
networks, physical and virtual classification

Giris

Kibertohdidlor getdikco daha ¢evik vo miirokkob xarakter dasiyir. MITRE ATT&CK c¢orgivosing
osason, miiasir APT hiicumlar1 orta hesabla 14 forqli texnika ilo hoyata keg¢irilir (MITRE, 2023).
2023-cii ilin statistikasina gora, orta hocmli bir sirkst hor hafto 1200-don ¢ox kiberhiicum cohdi ilo
iizlogir (Verizon, 2023). Ancaq ononavi tohliikasizlik sistemlari (firewall, IDS/IPS) cox vaxt reak-
tivdir vo zero-day hiicumlara qars1 zoifdir. Honeypot texnologiyalar1 bu problems hall kimi hiicum-
cularin foaliyyetini proaktiv sokilds calb etmok, onlarin taktikasini analiz etmok vo tohliikosizlik
infrastrukturunu dinamik sokilds yenilomok imkan1 verir (Almiani, 2021).

Tadqgiqat

Honeypot konsepsiyasi ilk dofs Clifford Stoll torofinden 1989-cu ildo “The Cuckoo’s Egg” kita-
binda tosvir edilss do, sistemli tadqiqatlar 2000-ci illordon etibaron inkisaf etmisdir. Lans Spitzner
Honeypotlari iki asas kateqoriyaya bolmiisdiir (Spitzner, 2002):

e Asagi tosirli (Low-Interaction): Sado xidmot emulyasiyasi (masolon, acgiq portlarin yara-
dilmasi).

e Yiiksok tosirli (High-Interaction): Real oamoliyyat sistemi vo totbigetmalors osaslanan kom-
pleks sistemlor.

Miiasir dovrds bulud osasli Honeypotlar (AWS, Azure) vo loT Honeypotlar1 (masalon, Kako)
genis yayilmisdir. Masalon, Canq vo basqalart 2020-ci ildo hibrid Honeynet arxitekturasinin APT
hiicumlarini agkarlama daqiqliyini 85%-o qodor artirdigini siibut etmisdir (Chung, et al., 2020, pp.
102345-102356).

3. Tacriibi tatbiq va naticolor

3.1. Case Study 2: Hibrid Honeynet ilo APT askarlama

Arxitektura va inteqrasiya

Bu smmaqda APT (Advanced Persistent Threat) hiicumlarinin daha dorindon vo coxsoviyyali
askarlanmas1 moqgsadile hibrid Honeynet arxitekturasi totbiq edildi:

o Asag tasirli Honeypot (Honeyd):

Hiicumgular igiin ilkin giris noqtesi kimi foaliyyot gostororok sobokodoki potensial hiicum
foaliyyotlorini erkon morholodo geydo aldi. Honeyd miixtslif xidmaotlori vo omoliyyat miihitlorini
virtual olaraq toglid edorak hiicumgularin ilkin addimlarin1 miisyyon etmokds miihiim rol oynadi.

e Yiiksok tasirli Honeypot (Cowrie + Cuckoo Sandbox):

o Cowrie:

Real SSH xidmatlorinin toqlid edilmasi ilo hiicum cohdlorini daha dorin vo detalli sokildo geydo
ald1 (Miller, 2019, p. 283).

e Cuckoo Sandbox:

Qeydo alinan siibholi fayllar1 vo zororli kod niimunslorini avtomatlagdirilmis sokildo analiz
edarok onlarin davranisini va potensial tohliike saviyyasini miiayyan etdi.

o SIEM inteqrasiyasi vo avtomatlasdirilmis korrelyasiya:

Splunk SIEM sistemi ilo inteqrasiya olunmus malumat axin1 Honeyd vo Cowrie vasitasils alda
olunan loglarin real vaxtli korrelyasiyasim1 tomin etdi. Bu hiicum morhalslorinin ardicilligini
izlomok vo tohliikosizlik miitoxassislorino dorhal xabordarliq etmok imkani yaratdi (European Union
General Data Protection Reguation (EU GDPR), 2018).

Metodologiya va islama prosesi

o Coxsaviyyali tohliikasizlik yanasmasi:
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Hibrid sistem, asag tosirli vo yliksok tasirli komponentlorin birlogdirilmasi ilo hiicumun miix-
tolif marhoalolorindo molumat toplamagi va tohlil etmayi tomin etdi. Ilk marholodo Honeyd vasitasilo
alinan molumatlar sonraki merhslade Cowrie vo Cuckoo Sandbox terofindon dorin analizo calb
olundu (Garcia, 2017, pp. 56-67).

o Mblumat korrelasiyasi vo avtomatlasdirilmis askarlanma:

Splunk SIEM sistemino inteqrasiya olunmus molumat axini, miixtalif monbalordon galon malu-
matlarin vahid sokilds tohlil edilmasine va korrelyasiyasina imkan verdi. Bu hiicum niimunalarinin
vo anomaliyalarin daha doqiq askarlanmasina sorait yaratdi.

e Real zamanh xabardarhqlar vo miidafis mexanizmlori:

Hibrid arxitektura APT hiicumlarinin hor morhoslosinds real vaxtli xobardarliglar verarok, miida-
fio mexanizmlorinin avtomatlasdirilmis sokilds iso diigmosini tomin etdi. Bu potensial hiicumlarin
erkon morholodo bloklanmasi vo daha genis miqyash zororin garsisinin alinmasi ti¢lin boyiik
iistiinliik toskil etdi (Wang, 2022).

Naticalar vo tahlil

e APT hiicumlarinin yiiksak askarlanma daracasi: Hibrid Honeynet sistemi APT hiicumla-
rinin agkarlanma daracasini 92%-o qador yiiksaldorok enonavi metodlarla miiqayisedo shomiyyatli
doracado tistlin performans niimayis etdirdi.

e Dorin tohlil vo hiicum taktikalarimin miisyyoanlosdirilmasi: Cuckoo Sandbox torafindon
hoyata kegcirilon tohlil hiicumcularin istifado etdiyi zororli kodun davranisini vo taktikalarin1 daha
dorindon anlamaga imkan verdi. Bu tohliikosizlik komandasina hiicumlarin ardicilligi vo metodolo-
giyasi barada genis molumat tomin etdi (Brown, 2021, pp. 45-58).

o Inteqrasiya vo avtomatlasdirmanmin samoraliliyi: Splunk SIEM sisteminin inteqrasiyast
vasitasilo, hiicum molumatlarinin avtomatlagdirilmis sokildo analiz edilmasi vo korrelyasiyasi real
zamanlt miidafio mexanizmlorinin effektivliyini artirdi. Bu yanasma tohliikosizlik komandasinin
operativ reaksiya miiddatini qisaltdi v risklori minimuma endirdi (Silva, Costa, 2018, pp. 34).

Notica

Hibrid Honeypotlar asagi vo yiiksok tosirli honeypotlarin istiinliiklorini bir araya gotirorok,
tohliikosizlik ekosistemino tam vo 360 doracolik goriiniis toqdim edir. Bu yanagma sayasindo hom
genis miqyasl hiicum cohdlori, hom do daha dorin vo detalli hiicum analizlori aparmaq miimkiin
olur. Belo sistemlor sobokonin biitiin hissolorini ohato edorok, hiicumlarin ardicilligini, onlarin
mangayini va istifado olunan metodlar1 doqiq sokilde askar etmays imkan yaradir.

Real vaxth tohlil vo tohdid kosfiyyat: {igiin iso AI/ML (Siini intellekt vo Masin dyronmasi)
texnologiyalariin inteqrasiyasi zoruridir. Bu texnologiyalar, genis miqyasda toplanan log vo trafik
molumatlarin1 avtomatik emal edorok anomaliyalarin vo siibhali niimunslorin dorhal askarlanmasini
tomin edir. Noticada, tohliikesizlik komandasi, potensial hiicumlara qarsi daha siiratli vo effektiv
reaksiya vera bilir. AI/ML inteqrasiyast homginin, sistemin 0yronma qabiliyyati ilo zaman kecdikco
daha doqiq prognozlar vo tohdid kosfiyyati aparmasina gorait yaradir, bu da toskilatin goalocok kiber
risklara gars1 proaktiv miidafiosini giiclondirir.
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